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Professional Summary: Active Top Secret Security Clearance(TS/SCI)
Joshua Nkweti-Nyong is Air Force veteran with 4+ years of experience securing, automating, and maintaining enterprise-scale infrastructure across cloud and on-prem environments. Proven ability to integrate security into CI/CD pipelines, automate vulnerability remediation, harden infrastructure, and support highly regulated environments (NIST, ISO 27000, DoD). Strong background in enterprise management, vulnerability management, containerization, infrastructure automation, and security tooling, with hands-on experience building AI-powered automation systems.
Skills:
DevSecOps & Cloud: CI/CD Security Integration, Infrastructure as Code & Automation, Cloud Security AWS, Containerization & Platform Engineering, Vulnerability Management & Compliance Automation
Programming & Scripting: Python, PowerShell, Java, SQL, Bash, Linux, CMD
Developer: Spring boot, Angular, Postgres, MySql, Rest API,GRPC, JSON, Yaml, Microservice Architecture, Kafka
Security & Compliance: NIST, ISO 27000, STIGs, Vulnerability Management(Tenable Nessus, Tanium), Incident Response & Threat Hunting, IAT Level 1, Security+ (IAT Level II), Solarwinds, Wireshark
Platforms & Tools: Docker,  Kubernetes, terraform, Git, AWS, Azure, VMware vSphere, Proxmox, Splunk, Forescout(Authentication Platform), Tenable ACAS, M365 Power Apps, IntelliJ, VSCode
System Design: Model Based System Engineering(MBSE), Enterprise Architecture Design, SysML V2, Innoslate, Requirements Development
AI & Automation: RAG Pipelines, LangChain, LangFlow, Ollama, OpenAI APIs, Vector Databases (Astra DB),TensorFlow, Keras, Numpy, Pandas, CNN, RNN
Soft Skills: Communication, Teamwork, conflict resolution, time management, adaptability, root cause analysis
Work Experience:
Booz Allen Hamilton - Systems Engineer                                                                                           Dec 2025 – Present
· Supported the Aegis Weapon Systems program, the most deployed combat system in the world
· Contributed to the integration and testing of advanced multi-function sensor technologies
· Collaborated across business areas to develop and execute test solutions for mission-critical systems
· Engaged in software development, modeling/simulation, and system design using tools such as C++, Python, MATLAB, Rhapsody, and DOORS
· Participated in requirements development, defect correction, and model-based engineering initiatives
ElevaIT Solutions – Software/Platform Engineer					                Aug  2025 – Nov 2025
· IT Ticketing System: Implemented IT troubleshooting ticket system using Microsoft teams, power automate and other M365 apps to create an elegant user-friendly structure that ensures transparency and tracking for both user and IT technician supporting 40+ people across 5+ departments. 
· Helpdesk bot: Deployed A IT helpdesk RAG agent hosted on a azure VM using n8n and Ollama to be help users troubleshoot issues, reducing the number of tickets submitted and saving hours of manpower.
· Resume Parser: Design a Power Automate workflow to parse, format and analyze resumes for the recruiting department saving 4+ hours daily of manpower. Increasing overall productivity and efficiency in talent acquisition.
Fairchild AFB — Cyber Defense Analyst                                                                                       Dec 2021 – Aug 2025
· trained 15 members across 5 work centers on vulnerability concepts, incident response, threat hunting, and vulnerability remediation. Ultimately, eradicating 12K vulnerabilities, diminishing the threat landscape by 61%, and improving the network compliance score by 40%.
· Managed a $3M VMware Hyper Converged Infrastructure (HCI) environment hosting 20+ servers/vms supporting over 4,000 users and mission-critical workloads.
· Created structured data pipelines and local data stores to consolidate Nessus/Tanium scan data, enabling trend analysis, vulnerability forecasting, and automated compliance metrics across the entire wing.
· Built a Proxmox cluster with automated provisioning scripts (Python/PowerShell) to generate reproducible training environments, reducing setup time from hours to minutes and standardizing onboarding for new cyber operators.
· Led the audit of 22 servers reviewing  4.6K compliance items. Authored 500 fix-actions addressing overdue violations, priming the success of the annual accreditation package for FAFB's $98M network. 
· Coded and deployed PowerShell/ python scripts that, in conjunction with The Forescout platform authentication platform effectively eliminated 6000+ recurring vulnerabilities across 7.5K workstations, saving the wing 175 man-hours and $10K in contract costs.
· Increased network uptime to 99% and lowered vulnerability index to an all-time low of .33 across the installation.
· Performed Windows/Linux server administrative maintenance, ensuring 99% uptime and full NIST/ISO 27000 compliance.
· Coordinated deployment of new print servers and migrating 350+ legacy assets six months ahead of schedule.
· Engineered and executed a full-stack VMware modernization effort—upgrading ESXi hosts, vCenter Server, and supporting components—to improve orchestration efficiency, resource scheduling, and system resiliency.
· Designed and provisioned web and database server architectures in vSphere, integrating compute, storage, and networking resources to support scalable mission systems.
Medcurity — AI/Software Engineering Consultant						Feb 2025- May 2025
· Architected and deployed a production-ready RAG pipeline on a GPU-enabled AWS EC2 instance, integrating LangFlow, Ollama LLMs, OpenAI embeddings, and Astra DB vector search to power compliance-aware automation tools.
· Authored comprehensive provisioning and environment setup documentation—covering Python/C++ dependencies, dataset creation, and credential workflows—now used as Medcurity’s internal standard for AI infrastructure deployment.
· Accelerated Medcurity’s AI compliance roadmap by years through scalable architecture design, enabling ingestion of regulatory manuals and policy documents to support context-aware enterprise chatbots.
Christ Empire IT team – software engineer						 April 2021 – July 2021
· Collaborated with a 3-person development team to design and implement a dynamic event calendar for a local church website.
· Used GitHub for version control to manage contributions, resolve merge conflicts, and maintain clean project history.
Education: 
B.S Computer Science - Western Governors University
Certifications: 
· 
Security+ | Server+ | Linux Essentials | AWS Cert Cloud Practitioner | Blue Team Level 1 | ITIL Foundations v4  | AWS Solutions Architect Associate
Personal Projects:
Package Delivery System: Developed a Python-based delivery optimization system that simulates real-world logistics operations for WGUPS. Implemented a custom hash table for O(1) data retrieval and a greedy routing algorithm for route efficiency. Applied object-oriented programming (OOP), algorithm design, and data structure optimization to improve delivery performance and minimize travel distance.
Online Vacation Website: Built a full-stack web application using Java Spring Boot (backend) and Angular (frontend) to manage vacation package listings, bookings, and payments. Deployed application in a Docker environment, ensuring scalability and ease of maintenance
Image Classification Model: Developed a Convolutional Neural Network (CNN) model using TensorFlow NumPy, pandas & OpenCV. Designed a AlexNNet architecture with 14.3 million parameters using ReLu and SoftMax activation functions and Adam Optimization algorithm to achieve 30% accuracy on the test dataset, Used locally hosted gradio application as frontend user interface.
Awards: 
Unit Airmen of the Year 2024 
Air and Space Achievement Medal 2024 
Air and Space Outstanding Unit Award 2024


